ANO0038

Sif REALTEK

32 REALTEK

User guide of Google Nest’s cloud
database

The example guides how to import and get data from Google Nest’s cloud database
through Ameba and some simple Javascript and Java examples.
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4.2  Google Nest API AT Command usage

42.1 Network Connection...................

4.2.2 Use Google Nest API ......cccceeenne



ANO0038

Sif REALTEK

1 Introduce

This document illustrates how to get or insert data to Google Nest’s cloud database - Firebase.

Firebase provides a real-time database and backend as a service. The service provides
application developers an API that allows application data to be synchronized across clients and
stored on Firebase's cloud. It is very simple and convenient to register an account on Firebase.
Then all the data can be stored in your own Firebase account and you can also manage the
database easily.

Here, the Google Nest APIs are provided to access to the Google Nest’s cloud database —
Firebase. In these Google Nest APIs, PolarSSL is used to support SSL connection. Two examples
are provided to show how to send and retrieve data from database. Besides of that, a sample
code named “atcmd_google.c” shows how to do some simple actions with Firebase using AT
Command.
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2.1 Sign up a firebase Account

It is very simple to register an account for Firebase. It needs an Email address and then sign up

on their website — www.firebase.com/signup/.

E Firebase Hacker Plan

Create Your Free Account!

Free |

Instant Data AP}
Realtime Updates
Simple User Authentication

Works on every platform

Login 1o yout account.

Fiy Chening Cromin ACCOST, it ares 10 700
Pirmtotce femms o Semce and Pvecy foscy.

Inputting Email Address and creating a password, and a Firebase account will be generated. The
homepage of Firebase account is as following, and the Firebase address is the one circled by red

color.

www.firebase.com,

£ Dashboard

Welcome to Firebase
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The information required for database access is the Firebase address, so keeping this Firebase
address for later usage. Then you can read and write data with your Google Nest’s database.

One user account can have single one Firebase address.

MY FIR
| pEvELOPM

@IJ = TT77 firebaselO.com

@ Set up Hosting LS

ST APP

m
')
m

n]

After this, you can also click the “Manage App” to see what information inside.

There are plenty of resources to teach how to use Firebase. Please check
https://www.firebase.com/, and start from “Start Hacking”, and read documentation in
https://www.firebase.com/docs/.

2.2 Data Types

This sub-section lists the data types used by provided Google Nest APIs.

2.2.1 googlenest_context

typedef struct {
int socket;
char *host;

ssl_context ssl;
} googlenest_context;

This structure is used to store the context of Google Nest SSL connection information.


https://www.firebase.com/
https://www.firebase.com/docs/
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2.3 Google Nest APIs

This sub-section lists the provided APIs for Google Nest operations.

2.3.1 gn_connect

This function triggers to connect to the Google Nest’s database.

2.3.1.1 Syntax

int gn_connect(
googlenest_context *googlenest,
char *host,

int port
);

2.3.1.2 Parameters
googlenest

SSL connect information to connect the database using SSL
host

The Firebase address to access your Firebase
port

Service port information for the service to connect, normally use 443

2.3.1.3 Return Value
If the function succeeds, the return value is 0.

2.3.1.4 Remarks
This APl must be used before using the request API.

2.3.2 gn_close

This function triggers to close the connection to the Google Nest’s database.

2.3.2.1 Syntax

void gn_close(
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googlenest_context *googlenest

);

2.3.2.2 Parameters
googlenest

SSL connect information to connect the database using SSL

2.3.2.3 Return Value
None

2.3.2.4 Remarks
This APl must be used after using the request API.

2.3.3 gn_get

This function triggers to send a GET request to the Google Nest’s database.

2.3.3.1 Syntax

int gn_get(

googlenest_context *googlenest,
char *uri,

unsigned char *out_buffer,

size_t out_len

);

2.3.3.2 Parameters
googlenest

SSL connect information to connect the database using SSL
uri

The path you want to get under the database and must follow “.json” behind
out_buffer

Buffer to store the data you get from the database
out_len

Length of the buffer which store the data get from database
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2.3.3.3 Return Value
If the function succeeds, the return value is 0.

2.3.3.4 Remarks
It can read data from Firebase’s defined path. The data retrieved from Firebase is in format of
JSON.

2.3.4 gn_put

This function triggers to send a PUT request to write or replace data in the Google Nest's
database.

2.3.4.1 Syntax

int gn_put(

googlenest_context *googlenest,
char *uri,

char *content

);

2.3.4.2 Parameters
googlenest

SSL connect information to connect the database using SSL
uri

The path defined to write or replace under the database and must follow “.json” behind
content

Data defined to write or replace

2.3.4.3 Return Value
If the function succeeds, the return value is 0.

2.3.4.4 Remarks
The data PUT to Firebase must in format of JSON.

2.3.5 gn_patch
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This function triggers to send a PATCH request to update some of the keys for a defined path
without replacing all of the data in the Google Nest’s database.

2.3.5.1 Syntax

int gn_patch(
googlenest_context *googlenest,
char *uri,

char *content

);

2.3.5.2 Parameters
googlenest

SSL connect information to connect the database using SSL
uri

The path defined to update under the database and must follow “.json” behind
content

Data defined to update

2.3.5.3 Return Value
If the function succeeds, the return value is 0.

2.3.5.4 Remarks
The data PATCH to Firebase must in format of JSON.

2.3.6 gn_post

This function triggers to send a POST request to add to a list of data in the Google Nest's
database. Every time you send a POST request, a unique ID will be generated.

2.3.6.1 Syntax

Int gn_post(

googlenest_context *googlenest,
char *uri,

char *content,

unsigned char *out_buffer,

size_t out_len
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);

2.3.6.2 Parameters
googlenest

SSL connect information to connect the database using SSL
uri

The path defined to get under the database and must follow “.json” behind
content

Data defined to insert

out_buffer

Buffer to store the unique ID returned from the database
out_len

Length of the buffer which store the unique ID returned from database

2.3.6.3 Return Value
If the function succeeds, the return value is O.

2.3.6.4 Remarks
The data POST to Firebase must in format of JSON.

2.3.7 gn_delete

This function triggers to send a DELETE request to remove data the Google Nest’s database.

2.3.7.1 Syntax

Int gn_delete(
googlenest_context *googlenest,
char *uri

);

2.3.7.2 Parameters
googlenest

SSL connect information to connect the database using SSL
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uri

The path you want to delete under the database and must follow “.json” behind

2.3.7.3 Return Value
If the function succeeds, the return value is 0.

2.3.7.4 Remarks
None.

NOTICE: The usage of cJSON to store the data in format of JSON is provided.

2.3.8 gn_stream

This function triggers to send a Streaming request to get data which changed in the Google
Nest’s database through Server-Send Event.

2.3.8.1 Syntax

Int gn_stream(
googlenest_context *googlenest,
char *uri

);

2.3.8.2 Parameters
googlenest

SSL connect information to connect the database using SSL
uri
The path you want to delete under the database and must follow “.json” behind

2.3.8.3 Return Value
If the function succeeds, the return value is 0.

2.3.8.4 Remarks
Using the callback function to get the real-time data:

void google_data_retrieve_cb(char *response_buf, int buf_size)

12
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3 Example

Two examples are provided. The first example shows how a device put state to database every
five seconds. The second example shows how to get data from database using streaming.

Turning on the flag CONFIG_EXAMPLE_GOOGLE_NEST
in project\realtek_amebal_va0_example\inc\platform_opts.h, you can enable the Google
Nest’s example (make sure the TCP also enabled).

The data will used in database shows as following:

{
“Motion_Sensor” : “i”,
“Light” : {
“Red” : “0”,
“Green” : “0”,
“Blue” : “0”,
}
}

13
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3.1 Storing data from device

In this example, the Motion Sensor will send the count of person to the Firebase.

The data is as following:

w:n
|

{ “MotionSensor” :

}

a:n
|

Where the count “i” will be added once person pass by. This example simulates there is a

person pass by every 5 seconds.

3.1.1 How to test

Activate browser and paste the url of the Firebase address in the browser, then it is able to
check the status changed overtime.

3.1.2 Access to the Firebase

Making some modifies:



ANO0038

Sif REALTEK

» Making sure the flag CONFIG_EXAMPLE_GOOGLE_NEST in
project\realtek_amebal _va0_example\inc\platform_opts.h turn on (make sure the TCP

service also enabled).
» In example_entry.c, choose the type “#define TYPE FromDevice”
» Define your Firebase Account address in “example_google.h”

3.1.3 Start to store data
Then build this code and the data will be updated in Firebase.

Updating shows on Ameba:

¥ COM7:38400baud - Tera Term VT

File Edit Setup Control Window Help
the Motion Sensor’s data to

the Motion r's data to
the Motion r's data to
the Motion data to
the Motion s data to
the Motion r's data to
the Motion r's data to
the Motion r's data to
the Motion data to
the Motion r's data to
the Motion r's data to
the Motion data to
the Motion s data to
the Motion s data to

the Motion data to

the Motion r's data to

the Motion data to

15
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3.2 Reading data

In this example, the RGB information of a light will be controlled by a webpage through
Firebase.

3.2.1 How to test

Edit Firebase address in the xxx.html.

<script>
var myDataRef = new Firebase("https://your_firebase address.firebaseio.com");

function submit()

{

Note: It is required to fill Firebase address in the javascript.

Double click xxx.html.

3.2.2 Access to the Firebase

Making some modifies:

» Making sure the flag CONFIG_EXAMPLE_GOOGLE_NEST in
project\realtek_amebal _va0_example\inc\platform_opts.h turn on (make sure the TCP
service also enabled).

» In example_entry.c, choose the type “#define TYPE ToDevice”

» Define your Firebase Account address in “example_google.h” and the html code

3.2.3 Start to store data

Insert data to your Firebase using the webpage provided. Then build this code and the data will
be retrieved from Firebase. Control the value of RGB through webpage any time to test
retrieving the latest data.

Changing RGB through webpage:

16
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Realtek Google Nest API example

Data To Device
Input the value of RGB to change the state of light:

Red 12 Green |8 Blue 4 submit

Results show on Ameba and the Firebase Account:

HF
Start connecting to Google Nest Server...

Connection iz OQK!
Start reconnecting for the streaming... ————————
Reconnection is OK!

Gtart getting the event?

The latest RGB information: RGB(?. 7. 520

The latest RGB information: RGB(?. 8. 24>

;}]B latest RGB information: RGB{12, B, 4>
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4 AT Command Usage

The atcmd_google.c is provided to support using the AT Command to do some simple requests.
And before sending the Google Nest request, make sure the Wi-Fi is connected.

4.1 AT Command used
4.1.1 Connecting Wi-Fi

4,1.1.1 ‘ATWO’ Wlan Set Network SSID

Description:

Command Format: ATWO0=SSID<CR>
Default Value: None

Response: None

4.1.1.2 ‘ATW1’ Wlan set Network Passphrase

Description:

Command Format: ATW1=password<CR>
Default Value: None

Response: None

4.1.1.3 ‘ATW2’ Wlan Set Key ID

Description:

Command Format: ATW2=Key_ ID<CR>
Default Value: None

Response: None

4.1.1.4 ‘ATWC’ Wlan Join a Network

Description:

Command Format: ATWC<CR>
Default Value: None
Response: None

4.1.1.5 ‘ATWD’ Wlan Disconnect from Network

Description:
Command Format: ATWD<CR>
Default Value: None

18
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Response: None

4.1.2 Google Nest API

The “ATG0” command can be used to send request to Google Nest’s database.

4.1.2.1 Syntax

ATGO=[method,address,path,datalor[method,address,path]

4.1.2.2 Parameters
method

provided methods: get, put, patch, post, delete
address
The Firebase address which show how to get in section 2.1
path
The path defined to get under the database and must follow “.json” behind

Data

Only needed when using method of put, patch or post

4.2 Google Nest APl AT Command usage

4.2.1 Network Connection

The “ATWC” command can be used to connect to an access point. To process the connection,

an SSID should be set first. Meanwhile a password must be set except in open mode, and a key

id is also required for WEP mode.
To disconnect AP, type “ATWD”.
WPA2 mode

Command sequence: (refer to 3.2.1)

#ATWO=SSID
H#ATW1=passphrase
H#ATWC

19
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=
=

=

ATWD match ATWD. search cnt 1
[ATWDI: _AT_UWLAN_DISC_MNET_

Deassociating AP ...
ioct1[ETOCGIWESSID] ssid = NULL. not connected
WIFI disconnected

[MEM] After do cmd. available heap 47376

WEP mode

Command sequence: (refer to 3.2.1)

HATWO=SSID
H#ATW1=Password
H#ATW2=Key id
HATWC

=
=

=
=

The WEP key can be 5 ASCII characters for WEP 40 or 13 ASCII characters for WEP 104. The key
ID should be 0, 1, 2 or 3. The following is an example to connect network by using WEP 40 with

key ID 0.

20
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4.2.2 Use Google Nest API

4.2.2.1 Getdata from database
» The database:

£ Dashboard VIEWING BLINDING sewemssms

- Motion$ensor: "1
- light

Blue: “2°

- Green: “z°

i Red: “2°

» Command:
ATGO=[get,xxxxxxxx.firebaseio.com,path.json]
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> Result:

# ATGH=[get . Sriprhderp—yypippiiiis { j rebaszeio.com,. light . jsonl
[ATGAT: _AT_WLAN_GOOGLEMEST _

Get data from googlenest: {"Blue':'2","Green":"2","Red':"2"3
[MEM] After do cmd, available heap 29448

4.2.2.2 Put or patch data to database

>

>

>

Command:
ATGO=[put,xxxxxxxx.firebaseio.com,path.json,data]
Result:

H ATGHA=[put = eyeleeip@ly . f i rebaszeio.com,. light Red. json."3"1]
[ATGA1: _AT_WLAN_GOOGLEMNEST _

Saving data in firebhase i=s successful?t
[MEM]1 After do cmd, availabhle heap 29448

The database:

E Dashboard VIEWING BLNDING s

- Green: "z”

4.2.2.3 Post a list of data to database

> Command:

ATGO=[post,xxxxxxxx.firebaseio.com,path.json,data]

22
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> Result:

ATGA=[po st ,deiewinhpmeeppppai® _ | i rehaseio.com,..json.""Hello"]
[ATGA1: _AT_WLAN_GOOGLEMEST _

Inserting data to firebhase iz successfult

he unigue name for this list of data is: {"name":"-JkHm—Avi1CTHq_aBHMj4">
[MEM] After do cmd. available heap 27448

—7 Legend

JKHm-Av1CTXq_aBNMj4: “Hello” >

- MotionSensor

Simulator

ﬂ ight
Analytics

Blue: “2°
j - Green: "2”
L e R 737
ogin & Auth
Hosting

4.2.2.4 Delete data in database

» Command:
ATGO=[delete,xxxxxxxx.firebaseio.com,path.json]
» Result:

# ATGA=[de lete simpyismpyeemiaipiily . f irehaseio.com,. light. jsonl
[ATGA]1: _AT_WLAN_GOOGLEMEST _

Delete the data is successful?t
[MEM] After do cmd, availabhle heap 29448

i i
> The database:

23
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4.2.2.5 Getreal-time data in database

» Command:
ATGO=[stream,xxxxxxxx.firebaseio.com,path.json]
» Control by webpage:

[ examplehtml x

C [ filey,, 2, 0oL, 0 T TD DT L L /Desktop/example.html

Realtek Google Nest API example

Data To Device

Input the value of RGB to change the state of light:

Red 9 Green |9 Blue 9
[ eamplehtml x 5 B e S W -
C [ filey//C/User ™ 0, TTICT L, T oo p/example.html

Realtek Google Nest API example

Data To Device

Input the value of RGB to change the state of light:

Red & Green 5 Blue Gl
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» The database:

P | L. MotionSensor: “1*
MotionSensor: “1” 5 ght

=] light Blue: 5"
Green: "5”
Blue: "o~
Red: “5*
e GTEEA D7
Red: “g”

> Result:

# ATGA=[stream . uineishrmmyegy _ | jyechaseio.com,. light. jsonl
[ATGA]: _AT_WLAN_GOOGLEMEST _

Start reconnecting for the streaming...
Reconnection iz OK?

Start getting the event?

Rezponse_buf -

event: put
data H { "p-Elt}l" H III/II' "d-Elt-El" :{ llBlu.E 1r H ll2 II' "GI‘EEH 1r H ll2 II' "REd" H ll2 ll}}

Rezponse_buf -
event: put
data H { llpat}]ll H ll/ll, lldatall :{ l'Bll.lE 1r H .'9 II' "Gl“'EEI’I 1r H .'9 II' IIREdII H .'9 ll}}

Rezponse_buf -
event: put
data H { llpat}]ll H ll/ll, lldatall :{ l'Bll.lE 1r H IIE II' "Gl“'EEI’I 1r H IIE II' IIREdII H IIE ll}}

25



